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wrote a detailed report of this meeting that was shared with the Consular
Affairs Bureau, ISI, CSIS and the RCMP. According to a DFAIT witness, there
was no protocol in place at the time for dealing with allegations of torture. The
Consular Affairs Bureau official who received the report stated that she made
her superiors aware of Mr. Elmaati’s allegations of torture and believed that they
would take them up with others at DFAIT. The Inquiry found no evidence that
this information was shared with any others at DFAIT. DFAIT did not brief the
Minister of Foreign Affairs on Mr. Elmaati’s allegations of torture.

157. Justice O’Connor stated in his report that:

Torture is a grave abuse of human rights. Decisions on how to address serious
concerns about a Canadian being tortured must be made in a manner that will
ensure as much transparency and political accountability as possible. The Minister
of Foreign Affairs is, in my view, the appropriate person to inform in all cases
where there is credible information that a Canadian detained abroad is being or

has been tortured.’

158. I agree with this recommendation. It is regrettable that DFAIT did not
inform the Minister of Mr. Elmaati’s allegations that he had been tortured in
Syria. Mr. Elmaati’s case was particularly important because, as stated above,
he was the first Canadian citizen detained abroad on security-related grounds
following 9/11. In addition, his allegations were relevant to the security of
other Canadian citizens detained in Syria. At the time that Mr. Elmaati made
these allegations, Mr. Almalki was already detained in Syria and Mr. Arar would
come to be detained in Syria less than two months later. Even after Mr. Arar was
detained and his case was being dealt with at the ministerial level, the Minister
was not informed of Mr. Elmaati’s allegations.

Should DFAIT officials have repeatedly asked Mr. EiImaati if he would be willing to
meet with CSIS and the RCMP?

159. On almost every occasion that consular officials visited Mr. Elmaati while
in detention in Egypt, they asked him whether he would be willing to meet with
officials from CSIS and the RCMP. According to witnesses from DFAIT, they
put the question to Mr. Elmaati (1) in an attempt to move his case forward and
not at the behest of CSIS or the RCMP; and (2) because Mr. Elmaati had himself
stated during his first consular visit that there were certain aspects of his deten-
tion that he would only discuss with CSIS or the RCMP back in Canada.

160. Counsel for the individuals submitted that it was not appropriate for
consular officials to continue to press Mr. Elmaati about meeting with CSIS and
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the RCMP. According to their submissions, doing so created the appearance
that consular officials were taking on an enforcement role that was better left
for CSIS or the RCMP. The Attorney General, on the other hand, submitted that
consular officers were neither relaying messages on behalf of either CSIS or the
RCMP, nor attempting to arrange an interview with Mr. Elmaati to further a law
enforcement or national security investigation.

161. 1 agree with the submissions of counsel for the individuals. While I
accept the evidence from DFAIT officials that they were not asking the question
at the behest of CSIS or the RCMP, they nonetheless created the appearance that
they were acting as agents of CSIS and the RCMP. Mr. Elmaati told the Inquiry
that he thought consular officials should have been more concerned about
his well-being than whether he was willing to meet with a Canadian security
official. Based on all the evidence before me, I accept that consular officials
were concerned about Mr. Elmaati’s well-being. However, it is reasonable to
conclude that their actions, despite their genuine concern, likely communicated
the wrong message.

162. In his submissions on standards, the Attorney General stated that DFAIT
is obliged to ensure that any conflict between consular and policing/security
programs is avoided both in reality and appearance. I agree. By repeatedly
asking Mr. Elmaati whether he would be willing to meet with a member of the
RCMP or CSIS, consular officials appeared to be acting on behalf of the RCMP
and the Service and in conflict with their consular responsibilities. As set out
in paragraph 139 above, when DFAIT communicates a message concerning the
RCMP, it creates a risk that it will be seen to be acting on its behalf.

163. The Attorney General submitted that DFAIT is responsible for all matters
relating to Canada’s external affairs. This includes playing a role in assisting its
security and policing partners when such matters extend beyond Canada’s bor-
ders. According to the Attorney General, the head of mission is responsible for
supervising official activities of the Canadian government abroad. For example,
the Attorney General submitted, it is as much a part of the head of mission’s
role to seek consular access as it is to assist in arranging for CSIS or RCMP ques-
tions. I accept the Attorney General’s submissions about the head of mission
and agree that he or she must be a representative of the Government at large.
However, I note the concern expressed by Justice O’Connor in the Arar Inquiry
report that the ambassador’s role as representative of all Canadian departments
and agencies may put him or her in a difficult position of conflict. AsI discuss
in Chapter 12, paragraphs 59 to 61, I recognize that DFAIT’s mandate extends
beyond the provision of consular services and may include the provision of
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assistance to CSIS and the RCMP in appropriate circumstances. However, I
believe care must be taken to ensure that this kind of assistance does not con-
flict with DFAIT’s consular role. This is particularly important in countries such
as Egypt, with a well-known record for human rights abuses, where detainees
face a serious risk of being mistreated, and the need for consular assistance
is acute.

Was sharing consular information with CSIS and the RCMP deficient?

164. On several occasions during Mr. Elmaati’s detention in Egypt, DFAIT
shared consular information with members of CSIS and the RCMP. The first
report containing consular information that was shared was the August 12,
2002 report regarding Mr. Elmaati’s first consular visit in Egypt, when he alleged
that he had been tortured in Syria. Following disclosure of this first report,
CSIS sent a written request to DFAIT, through ISI, requesting copies of the
consular reports from visits with Mr. Elmaati or, if those were not available, any
summaries or assessments of those reports. DFAIT shared five other consular
reports with CSIS and one report with the RCMP. The report sent to the RCMP
and three of the reports sent to CSIS contained personal information about
Mr. Elmaati that had been obtained by DFAIT officials in the course of provid-
ing consular visits to Mr. Elmaati in the fall of 2002. Aside from the sharing of
these documents, over the course of Mr. Elmaati’s detention in Egypt, DFAIT
provided consular information to CSIS through informal discussions between
consular officials in Cairo and representatives of the Service.

165. As described in detail in Chapter 3, paragraphs 110 to 114, information
regarding individual Canadians gathered by consular personnel in the perfor-
mance of their duties is confidential, subject to the provisions of the Privacy
Act. The Manual of Consular Instructions in force at the time specifically
directed that such information was not to be disclosed to representatives of
CSIS or the RCMP, unless the person to whom the information related had given
consent. Similarly, DFAIT’s Guide for Canadians Imprisoned Abroad states
that any information given by a Canadian detainee to a Canadian consular offi-
cial will not normally be passed on to anyone, other than the consular officials
concerned with the case, without the detainee’s permission.

166. The Attorney General submitted that the information was shared because
these cases engaged issues of national security, because sharing would pro-
mote inter-departmental communication and coordination, and because DFAIT
believed sharing this information would prove helpful to Mr. Elmaati. I was told
that the Privacy Act allows sharing for these reasons provided certain adminis-
trative steps are completed.
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167. The Privacy Act provides for certain exceptions to the confidentiality
of consular information where (1) the person to whom the information relates
consents; (2) the public interest in disclosure clearly outweighs any invasion
of the person’s privacy; (3) disclosure would clearly benefit the individual to
whom the information relates; or (4) an investigative body such as CSIS or the
RCMP requires the information for the purpose of enforcing any law of Canada,
and makes a written request to DFAIT.

168. The violation of an individual’s privacy rights through the sharing of
consular information is a serious matter. While the sharing of consular informa-
tion could be necessary in certain circumstances, it is important to have a clear
process to govern any sharing of information. In my view, as set out below and
as acknowledged by the Attorney General, the disclosures that occurred in this
case did not fall within the exceptions set out in the Privacy Act.

The consent exception

169. Mr. Elmaati was not informed that the information that he provided to
consular officials during these consular visits would be shared with the RCMP
or CSIS and accordingly did not give his consent to any of the disclosures. In
fact, and as discussed above, on several occasions Mr. Elmaati was asked by
consular officials whether he would like to speak with the RCMP or CSIS and
he expressly declined to do so.

The public interest exception

170. Ireceived no evidence that disclosure was in the public interest or even
thought to be in the public interest. While the prevention of a terrorist attack
in Canada would justify resort to the public interest exception, I heard no evi-
dence that the consular information was shared for that purpose. In addition, to
rely on the public interest exception would have required a balancing between
that interest and the invasion of Mr. Elmaati’s rights. I heard no evidence from
any DFAIT witnesses that they engaged in any balancing of these kinds of pub-
lic interests against Mr. Elmaati’s interests before disclosing this information.
In addition, I note that DFAIT did not notify the Privacy Commissioner of its
intention to disclose Mr. Elmaati’s personal information pursuant to the public
interest exception, as it is required to do under the Privacy Act.

The benefit to the individual exception

171. A senior Consular Affairs Bureau official told the Inquiry that in October
2002 the Consular Affairs Bureau came to an arrangement with ISI regarding the
sharing of consular information. According to the senior official, DFAIT would
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share the information with CSIS or the RCMP only if it considered it helpful to
the individual involved to do so.

172. When an individual is detained in a foreign country and must rely on
consular officials for assistance, the disclosure of information obtained within
the confines of that consular relationship must only occur after careful con-
sideration of all the consequences. To justify reliance on the exception in the
Privacy Act for disclosure that was for Mr. Elmaati’s benefit, DFAIT should have
considered the potential benefit and potential consequences for Mr. Elmaati
each time it made a decision to share reports with CSIS and the RCMP. In this
case the evidence before me does not indicate that both the benefits for and
consequences to Mr. Elmaati were adequately considered before consular infor-
mation about him was shared. For example, DFAIT did not make any efforts
to redact or otherwise limit the information that it shared about Mr. Elmaati
but simply provided entire consular reports. I am not satisfied that all of the
personal and confidential information contained in these reports needed to be
shared for the benefit of Mr. Elmaati.

173. Furthermore, there is no evidence that when, as discussed above at
paragraph 164, DFAIT provided consular information to CSIS through informal
discussions between consular officials and representatives of the Service, it
did so for the benefit of Mr. Elmaati. I received no evidence that these disclo-
sures were preceded by any consideration or discussion within DFAIT. There
appear to have been no discussions about how the information was obtained,
whether it was subject to the confidentiality requirement, or whether DFAIT
was required to take other steps before disclosing it. One of these consular
officials told the Inquiry that he did not consult with DFAIT headquarters
before orally disclosing the information to CSIS because he had asked in the
past, had noticed that headquarters was allowing other agencies to view con-
sular information, and therefore did not see anything wrong in it. This same
official acknowledged that, in retrospect, consular information should not have
been shared.

The law enforcement exception

174. Although some of the consular reports discussed above were shared by
DFAIT with CSIS following a brief written request from CSIS, in my view, as
the Attorney General acknowledges, this request was not adequate to justify
DFAIT’s sharing of information under this exception. In any event, neither the
sharing of the August 2002 consular report with CSIS, nor the sharing of the
August 2002 and November 2002 reports with the RCMP, nor the informal dis-
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cussions that took place between consular officials in Cairo and representatives
of the Service, were carried out pursuant to the written request.

175. I note that, starting in late 2003, DFAIT began to make changes to its
information-sharing practices with a view to complying with the requirements
of the Privacy Act. Among these changes, the Director General of the Consular
Affairs Bureau prohibited the sharing of CAMANT notes with anyone other than
consular staff. As well, re-stated guidelines for consular officials now emphasize
the importance of consular confidentiality, and provide information regarding
what may be shared, with whom and in what circumstances.

176. While responsibility for the protection of confidential consular informa-
tion belonged primarily to DFAIT, the recipient agency might bear some respon-
sibility in situations where it requested information that it knew or ought to
have known was confidential. I accept the submission of the Attorney General
that CSIS’ mandate requires it to accept, and consider, any information that is
provided to it. And I recognize that it might not be consistent with this man-
date for CSIS officials to reject unsolicited information provided by DFAIT, even
though that information might be confidential. However, where CSIS wishes to
actively seek out information that might be subject to consular confidentiality,
the Privacy Act requires that the request be made in writing. While this proce-
dure might not be practical in all cases (for example, in cases where the CSIS
official does not know that a request seeks confidential information, or in cases
where the information is being sought in connection with the investigation of
an imminent threat), it should be followed whenever reasonably possible.

177. In this case, the Service sent a request for the written consular reports
to ISI. It would therefore not have been difficult or impractical for CSIS to have
made all requests in writing, rather than making informal requests of consular
officials in Cairo. By making requests informally, the Service circumvented a
process whereby officials in DFAIT would have had sufficient time to consider
the request and provide a response in accordance with DFAIT policies about
confidential information, and instead created an atmosphere of pressure for the
consular officials.
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FINDINGS REGARDING THE ACTIONS OF
CANADIAN OFFICIALS IN RELATION TO
ABDULLAH ALMALKI

Overview

1. Abdullah Almalki, a dual Canadian-Syrian citizen, travelled to Syria in May
2002. The purpose of his trip, according to Mr. Almalki, was to visit his ill
grandmother. When he arrived at the airport, he was immediately taken into
Syrian custody, where he would remain for 22 months. While in Syrian deten-
tion, Mr. Almalki was held in degrading and inhumane conditions, interrogated
and mistreated. Though he was visited periodically by family and friends,
Mr. Almalki did not receive any consular visits during his 22-month detention.
I have described the actions of Canadian officials with respect to Mr. Almalki in
Chapter 5, and summarized Mr. Almalki’s evidence about mistreatment in Syria
in Chapter 8.

2. In this chapter, I set out my findings concerning the actions of Canadian
officials as they related to Mr. Almalki. I will first provide an overview before
setting out in more detail my findings and the basis on which they are made.
For the reasons discussed in Chapter 2, my findings are directed to the actions of
the institutions of the Government of Canada. It is neither necessary nor appro-
priate that I make findings concerning the actions of any individual Canadian
official, and I do not do so.

3. The Terms of Reference call upon me, first, to consider whether the deten-
tion of Mr. Almalki resulted directly or indirectly from actions of Canadian
officials and, if so, whether those actions were deficient in the circumstances.
For the reasons I set out below, I find myself unable to determine, on the
record available to me, whether or not the actions of Canadian officials likely
contributed to, and therefore indirectly resulted in, Mr. Almalki’s detention in
Syria. While it is possible that information shared by Canadian officials might



398 INTERNAL INQUIRY

have contributed in some way to the decision by the Syrian authorities to detain
him, in my judgment that possibility does not meet the threshold of likelihood
required for me to infer an indirect link. Below, I nonetheless identify and com-
ment on three actions that raise concerns for me: the RCMP’s description of
Mr. Almalki as an “imminent threat,” the RCMP’s description of Mr. Almalki as
an “Islamic extremist,” and the sharing of the RCMP’s Supertext database with
U.S. authorities.

4. The Terms of Reference also call upon me to consider whether any mis-
treatment of Mr. Almalki resulted directly or indirectly from actions of Canadian
officials and, if so, whether those actions were deficient in the circumstances.
Before making any findings in this regard, it was necessary for me to determine
whether Mr. Almalki was mistreated in Syria. Based on a careful review of the
evidence available to me, I conclude below that, while in Syrian detention,
Mr. Almalki suffered mistreatment amounting to torture. I go on to assess
several actions of Canadian officials in the period leading up to his detention,
and during his detention in Syria, and conclude that two of these actions—the
sharing of the RCMP’s Supertext database, and the sending of questions to Syria
to be posed to Mr. Almalki—resulted indirectly in mistreatment of Mr. Almalki
and were deficient in the circumstances.

5. Finally, the Terms of Reference direct me to consider whether there were
any deficiencies in the actions of Canadian officials to provide consular services
to Mr. Almalki in Syria. Below I examine five aspects of the consular efforts
made in Mr. Almalki’s case. I examine the steps that DFAIT took to communicate
information about Mr. Almalki’s detention within the department, and DFAIT’s
initial efforts to provide Mr. Almalki with consular assistance, and conclude that
DFAIT failed to act sufficiently promptly after learning that Mr. Almalki was in
custody in Syria. I also examine the representations that DFAIT made to Syrian
officials with a view to obtaining consular access to Mr. Almalki during several
periods of Mr. Almalki’s detention. I conclude that DFAIT failed to make effec-
tive representations to obtain consular access to Mr. Almalki during the period
from August 2002 to November 2003, but made reasonable efforts thereafter.
I then turn to examine the extent to which DFAIT officials considered Syria’s
human rights record, and the possibility of torture, when carrying out their
consular duties with respect to Mr. Almalki. I conclude that DFAIT failed to suf-
ficiently consider the possibility that Mr. Almalki might be mistreated in custody.
Finally, I address the disclosure by DFAIT officials of information collected in
the course of providing consular assistance to Mr. Almalki, and conclude that
in one instance DFAIT should not have disclosed information to CSIS officials.
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Did the detention of Mr. Almalki result directly or indirectly from
actions of Canadian officials and, if so, were those actions deficient in
the circumstances?

Did the detention of Mr. Almalki result directly or indirectly from actions of
Canadian officials?

6. In large part because the Inquiry has not had access to the information
that Syrian, U.S. and Malaysian authorities could have provided, I find myself
unable to determine, on the record available to me, whether or not the actions
of Canadian officials likely contributed to Mr. Almalki’s detention in Syria. Mr.
Almalki’s circumstances in this respect are different from those of Mr. Elmaati
and Mr. Nureddin. Both Mr. Elmaati and Mr. Nurredin began their trips to Syria
from Canada, were interviewed by Canadian officials at the airport before they
left, and had their travel itineraries shared by Canadian officials with U.S. agen-
cies. In contrast, Mr. Almalki travelled to Syria from Malaysia, where he had
been living for over four months, and Canadian officials were not aware that he
intended to travel to Syria. Canadian officials did not learn until late May 2002
that Mr. Almalki had left Malaysia and that he might be in Syria. It is possible that
information shared by Canadian officials, as discussed in the paragraphs below,
might have contributed in some way to the decision by the Syrian authorities to
detain him. But, in my judgment, that possibility does not meet the threshold of
likelihood required for me to infer that the actions of Canadian officials resulted
in Mr. Almalki’s detention.

Comments on the actions of Canadian officials during the period leading up to
Mr. Almalki’s detention in Syria

7. As discussed above in Chapter 10, I do not believe that, having been unable
to find that Mr. Almalki’s detention in Syria resulted, directly or indirectly, from
actions of Canadian officials, I am precluded from commenting on the nature
and quality of the actions of Canadian officials during the period leading up to
Mr. Almalki’s detention.

8. Below I comment on three instances of Canadian officials sharing informa-
tion about Mr. Almalki with U.S. and other foreign agencies prior to his deten-
tion. In these instances, Canadian officials shared information about Mr. Almalki
without in all cases (1) taking steps to ensure that it was accurate and properly
qualified; (2) attaching necessary caveats; and (3) considering the potential
consequences for Mr. Almalki.
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The RCMP’s description of Mr. Almalki as an “imminent threat”

9. First, in a letter to law enforcement officials in Syria dated October 4, 2001,
the RCMP suggested that Mr. Almalki was linked through association to al-Qaeda
and engaged in activities that posed an “imminent threat” to the public safety
and security of Canada. While the October 4 letter did not explicitly describe
Mr. Almalki this way, it was sent as a follow-up to the RCMP’s September 29
letter to law enforcement officials in Syria (see Chapter 4, paragraphs 16 to 17),
which said that the RCMP had received “current and believed reliable informa-
tion” that various individuals linked through association to al-Qaeda, not includ-
ing Mr. Almalki, were engaged in activities that posed an “imminent threat” to
the public safety and security of Canada. The October 4 letter referred to the
September 29 letter and stated that the RCMP was striving to provide Syrian
officials with the information required to conduct complete verification of the
subjects identified in the RCMP’s September 29 letter. It went on to provide
information about several individuals, including Mr. Almalki.

10. In my view, a reasonable recipient of the October 4 communication
would conclude based on the chain of communications that the RCMP con-
sidered Mr. Almalki to be among the group of individuals who posed an
“imminent threat.”

11. The RCMP appears to have described Mr. Almalki in this way without
taking steps to ensure that the description was accurate or properly quali-
fied. The descriptions “linked through association to al Qaeda” and “imminent
threat” did not originate in the RCMP’s own investigation; in fact, the RCMP’s
investigation of Mr. Almalki and his business activities did not begin in earnest
until October 5, 2001. The descriptions appear to have originated from another
source; however, this source used these descriptions in respect of other indi-
viduals, and not in respect of Mr. Almalki.

12. The words “imminent threat” in particular were inflammatory, inaccurate,
and lacking investigative foundation. While it is outside of my mandate to draw
conclusions about the accuracy of Canadian officials’ investigative conclusions,
I can say that even if all of the officials’ suspicions about Mr. Almalki were cor-
rect (that is, that Mr. Almalki engaged in procurement activities for al-Qaeda),
the label “imminent threat” would not have been.

13. The RCMP applied and shared the descriptions “linked through association
to al Qaeda” and “imminent threat” without adequately considering the poten-
tial consequences for Mr. Almalki. The description was shared at a time that
made it particularly serious for Mr. Almalki—it was sent less than one month
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after the events of September 11, 2001, when governments around the world
were under intense pressure to cooperate and collaborate in the U.S.” “war on
terror.” Several witnesses told the Inquiry that U.S. agencies were exerting
pressure on intelligence and law enforcement agencies everywhere to detain
and question individuals who might in some way be implicated in or supportive
of another round of attacks. At this time, being labelled a member or associate
of al-Qaeda potentially entailed serious consequences for an individual’s rights
and liberties.

14. The RCMP Operational Manual in effect at the time required RCMP mem-
bers to consider the human rights record of a country before sharing informa-
tion with the country’s government. RCMP officials were aware, or should
have been aware, of Syria’s reputation for serious human rights abuses, particu-
larly against individuals detained on security-related grounds. Officials should
have considered that describing a dual Syrian-Canadian citizen as an “imminent
threat” in a communication to Syrian police might expose that individual to the
risk of being detained and mistreated in Syria if he were to travel there.

15. Yet there is no evidence that the RCMP considered these factors before
sending to Syria a letter describing Mr. Almalki as linked to al-Qaeda and engaged
in activities that posed an imminent threat to Canada. The letter was sent with-
out any discussion with or approval by more senior RCMP members or RCMP
headquarters. The letter was sent on the basis that it was necessary to send it
to exhaust all avenues of investigation with the countries covered by the Rome
office. Even when RCMP headquarters became aware that the letter had been
sent, it did not raise the issue of human rights or the possibility of adverse con-
sequences befalling Mr. Almalki or other individuals named in the letter.

16. I should note that the RCMP followed its policy on the control of infor-
mation by attaching a written caveat to the letter sent to Syria. However,
the inclusion of caveats did not relieve the RCMP of its obligations to test the
accuracy of information before sending it to foreign agencies and to consider
potential adverse consequences for the individual involved. I reiterate what I
said above in my findings regarding the actions of Canadian officials in relation
to Mr. Elmaati: caveats are not a panacea; their inclusion does not guarantee
that information will not be shared in breach of those caveats. Therefore, the
inclusion of caveats does not detract from the need for agencies such as the
RCMP to use care in describing individuals in their dealing with others, and to
consider the consequences that might arise if an individual is mis-described.
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The RCMP’s description of Mr. Almalki as an “Islamic extremist”

17. Second, in an October 2001 letter to the U.S. Customs Service, Project
A-O Canada described Mr. Almalki as an “Islamic extremist individual suspected
of being linked to the Al Qaeda terrorist movement,” and requested that U.S.
Customs issue TECS checks and lookouts on him. The description was provided
without a written caveat. A copy of the RCMP’s letter to the U.S. Customs
Service was also included on the CDs provided to U.S. agencies in April 2002
(discussed below at paragraphs 22 to 24).

18. The RCMP formulated this description without taking adequate measures
to ensure that it was accurate, reliable or properly qualified. The RCMP appears
to have formulated the description primarily based on information from other
foreign and domestic agencies. By October 31, 2001, when the description was
sent, the RCMP had done very little of its own investigative work to verify or
support the description. Furthermore, the information that the RCMP appar-
ently relied on to formulate this description did not describe Mr. Almalki as an
“Islamic extremist individual,” but indicated only that he was believed to be
engaged in procuring equipment on behalf of Islamic extremists. The difference
between qualifying a description as being believed, suspected or alleged, and
stating a description as a matter of fact or as a foregone conclusion is significant.
I am not prepared to assume that words do not carry meaning.

19. In providing this description to the U.S. Customs Service in late October
2001, the RCMP also failed to give adequate consideration to the potential
consequences for Mr. Almalki. Justice O’Connor, when considering the same
description used in respect of Mr. Arar and his wife Dr. Mazigh, found that the
description, and the context in which it was provided to U.S. authorities, cre-
ated a serious risk for Mr. Arar. He wrote:

Branding someone an Islamic extremist is a very serious matter, particularly in
the post-9/11 environment, and even more so when it is done in information
provided to American agencies investigating terrorist threats. In the world of
national security intelligence and counter-terrorism, anyone viewed as an Islamic
extremist is automatically seen as a serious threat in regard to involvement in ter-

rorist activity.

The [letter to the U.S. Customs Service was] sent at a time that made the con-
sequences particularly dangerous to those named: not even two months after 9/11
and two weeks after the invasion of Afghanistan in pursuit of al-Qaeda. It was obvi-
ous to Canadian investigators that the threshold for taking steps that might be very

intrusive to an individual’s rights and liberties was lower for American authorities
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involved in counter-terrorism investigations than for their Canadian counterparts. A
number of witnesses at the [Arar] Inquiry testified that Canadian officials were aware
of the U.S. authorities’ propensity to deal with anyone suspected of terrorist links,
particularly Muslim or Arab men, in ways that were different from what Canadian
authorities would do in similar situations, ways that would be unacceptable under

Canadian law.!

Justice O’Connor also noted that the description provided to the U.S.
Customs Service was for a lookout to be placed in TECS, an information and
communication system to which more than 30,000 U.S. officials had access.>

20. The RCMP also failed to attach a written caveat to its October 31 letter
to the U.S. Customs Service, creating a risk that the unqualified description of
Mr. Almalki as an “Islamic extremist” could be passed on to other U.S. agencies,
and to foreign governments, without the RCMP’s consent.

21. In his final submissions to this Inquiry, the Attorney General argued that
American authorities had reached their own conclusions about the profile of
Mr. Almalki before Canadian agencies became involved. He argued that the
description of Mr. Almalki provided to the U.S. Customs Service in the RCMP’s
October 31 letter did not contain new information, and that “American agencies
had already generated it.” If this were the case (and without the participation
of the U.S. it is impossible to know for certain), I do not agree that it would
render the RCMP’s conduct appropriate. The fact that American agencies might
have been generating, and communicating to Canadian officials descriptions
of Mr. Almalki that might have been inflammatory, unqualified, and potentially
inaccurate would not mean that Canadian officials should send similar communi-
cations to American officials. If anything, Canadian officials had a responsibility
to correct any faulty descriptions, and communicate these corrections to their
American counterparts.

Sharing of the RCMP’s Supertext database with U.S. agencies

22. Third, in April 2002, one month before Mr. Almalki was arrested by Syrian
authorities, the RCMP’s Project A-O Canada provided U.S. agencies with three
CDs containing the RCMP’s Supertext database. The CDs were provided with-
out written caveats. The Supertext database contained a considerable amount
of material related to Mr. Almalki, including documents that had been seized

Commission of Inquiry into the Actions of Canadian Officials in Relation to Maher Arar, Report
of the Events Relating to Maber Arar: Analysis and Recommendations (Ottawa: Public
Works and Government Services Canada, 2006), pp.. 115-116 [Arar Inquiry, Analysis and
Recommendations).

2 Arar Inquiry, Analysis and Recommendations, pp. 116-117.
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during the January 22, 2002 search of Mr. Almalki’s residence (such as email
messages and business-related invoices) and other documents related to Project
A-O Canada’s investigation of Mr. Almalki. Examples of these documents are
listed in Chapter 5, paragraphs 37 to 38.

23. Justice O’Connor made extensive findings about the sharing of the
Supertext database. He found that: (1) the written information on the CDs
should not have been provided to U.S. agencies without written caveats;
(2) the portion of the documents not related to the searches should have been
reviewed for relevance, reliability and personal information; and (3) third-party
materials to which caveats were attached, such as letters received from CSIS and
documents received from Canada Customs, should not have been transferred
without the originators’ consent.> Justice O’Connor found that the sharing
of information with U.S. agencies in this way reflected Project A-O Canada
members’ understanding that “caveats were down” post-September 11, 2001:
Project A-O Canada members understood that RCMP officers at “A” Division and
RCMP Criminal Intelligence Directorate (CID) had authorized them to conduct
an “open-book investigation” in cooperation with CSIS and the American agen-
cies.* As discussed above in Chapter 3, paragraph 77, Justice O’Connor found
that this departure from established policies with respect to screening and the
use of caveats was not justified. These findings are consistent with the evidence
that I have reviewed. I adopt them for the purpose of this Inquiry.

24. 1should add that the Supertext database was transferred without adequate
consideration of the consequences for Mr. Almalki. The failure to attach caveats
to the database created a risk that it would be shared with other foreign agen-
cies. The RCMP knew, at the time it shared the database with U.S. agencies,
that some foreign agencies had an intense interest in Mr. Almalki. One foreign
agency had, several months earlier, asked for the RCMP’s assistance in arresting
Mr. Almalki on his way home from Malaysia and in putting pressure on Malaysian
authorities to arrest Mr. Almalki and extradite him to Syria. The foreign agency
specifically asked the RCMP if it would supply RCMP investigative material that
would assist the foreign agency in convincing Malaysian authorities to make
the arrest. The RCMP also knew, by April 2002, that Mr. Elmaati, also a subject
of the Project A-O Canada investigation, had been detained by Syrian officials,
apparently at the request of U.S. agencies. The RCMP should have considered
these factors before providing such a significant amount of information regard-
ing Mr. Almalki, without express written caveats, to U.S. agencies.

> Arar Inquiry, Analysis and Recommendations, pp. 122-124.
4 Arar Inquiry, Analysis and Recommendations, p. 119.
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Other information sharing

25. Aside from the three instances of information sharing discussed above,
there were other occasions during the period leading up to Mr. Almalki’s deten-
tion on which Canadian officials shared information about him with foreign
intelligence and law enforcement agencies. Starting in the late 1990s, CSIS
shared information about Mr. Almalki with various foreign intelligence and
law enforcement agencies, including U.S. agencies and Malaysian agencies;
in December 2001, the RCMP advised a foreign agency that Mr. Almalki had
departed for Malaysia; and in early 2002, CSIS granted a foreign agency permis-
sion to share background information regarding Mr. Almalki with Singapore
and Bahrain.

26. 1have considered these instances of information sharing by Canadian offi-
cials, and concluded that they were appropriate in the circumstances. Canadian
officials shared the information in circumstances that made it reasonable for
them to do so. The information shared was generally properly qualified (using
words such as “suspected” or “believed” or phrases such as “reason to believe”),
and had been assessed for credibility and accuracy. In all cases, caveats were
attached to the information. I am satisfied that, on these occasions, Canadian
officials found an appropriate balance between individual liberties and Canada’s
obligations to share information in the national security context.

Did any mistreatment of Mr. Almalki result directly or indirectly from
actions of Canadian officials and, if so, were those actions deficient in
the circumstances?

Was Mr. Almalki mistreated in Syria?

27. AsIdiscussed above in my findings regarding Mr. Elmaati, the word “mis-
treatment” is broader than torture. It includes any treatment that is arbitrary or
discriminatory or results in physical or psychological harm, as well as denial of
properly entitled assistance and other forms of treatment that would normally
be included in the meaning of mistreatment. “Mistreatment” may also include
detention itself, where that detention is arbitrary, or where the detainee is held
under conditions that cause him serious physical or psychological harm. To the
extent that certain actions of Canadian officials directly or indirectly prolonged
an individual’s detention under such conditions, I will consider these actions
to have also resulted directly or indirectly in that individual’s mistreatment.

28. The Attorney General acknowledged in his submissions at the hearing
on the interpretation of the Terms of Reference that, for the purposes of this
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Inquiry, the detention of the three individuals under the conditions prevailing
in Syria and, in Mr. Elmaati’s case, in Egypt, constituted mistreatment.

29. In my ruling on the interpretation of the Terms of Reference, I determined
that it would be both appropriate and important for the Inquiry to try to ascer-
tain whether Mr. Elmaati, Mr. Almalki and Mr. Nureddin suffered mistreatment
amounting to torture. The nature and extent of any mistreatment, and whether
that mistreatment amounted to torture, is, at a minimum, relevant to whether
the actions of government officials were deficient in the circumstances.

30. Article 1 of the United Nations Convention Against Torture and Other
Cruel, Inbuman or Degrading Treatment or Punishment sets out the generally
accepted definition of torture. It provides that:

torture means any act by which severe pain or suffering, whether physical or
mental, is intentionally inflicted on a person for such purposes as obtaining from
him or a third person information or a confession, punishing him for an act he or
a third person has committed or is suspected of having committed, or intimidat-
ing or coercing him or a third person, or for any reason based on discrimination
of any kind, when such pain or suffering is inflicted by or at the instigation of or
with the consent or acquiescence of a public official or other person acting in an
official capacity. It does not include pain or suffering arising only from, inherent

in or incidental to lawful sanctions.

31. Based on a careful review of the evidence available to me, which as I have
emphasized does not include information from Syrian authorities, I conclude
that, while in Syrian detention, Mr. Almalki suffered mistreatment amounting
to torture. Using the words of the Convention Against Torture, Syrian officials
intentionally inflicted physical and mental pain and suffering on Mr. Almalki in
order to obtain information from him. This mistreatment is described in detail
in Chapter 8, and I will not repeat that description here.

32. Ifind Mr. Almalki’s account of mistreatment by Syrian officials to be cred-
ible. I base this assessment on a number of factors. The most important of
these factors are the nature and particularity of the information that Mr. Almalki
provided during the thorough interview of him that Inquiry counsel and I
conducted, with assistance from Professor Peter Burns, former Chair of the
United Nations Committee against Torture, concerning the conditions under
which he was detained and the manner in which he was treated while in
detention, and his demeanour during the three-day interview. In addition, I
am satisfied that Mr. Almalki’s account of his experience in Syria has remained
largely consistent over time. Notably, the account that Mr. Almalki gave to the
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Inquiry is very similar to the account documented by Alex Neve of Amnesty
International during the interview of Mr. Almalki that he conducted within
months of Mr. Almalki’s return to Canada.

33. I have also taken into account in coming to my conclusion the fact that
Mr. Almalki’s evidence is consistent with the evidence of other individuals who
have been held in Syrian detention, including Mr. Elmaati, who told consular
officials in August 2002 that he had been tortured while being detained and
interrogated at Far Falestin. I cannot accept the submission that there might
have been collusion among the three individuals. Though Mr. Almalki and
Mr. Elmaati told the Inquiry that they had discussed their experiences with one
another, I do not find it surprising or troubling that they would do so. In any
event, their accounts are in my view far too detailed, and different in important
ways, to support a finding of collusion.

34. 1have, in addition, used publicly available reports and other background
information concerning the treatment of detainees in Syria as context in assess-
ing Mr. Almalki’s account of events.

35. As mentioned in Chapter 2, the Inquiry received certain medical records
from Mr. Almalki, which I considered in making my determination. I also con-
sidered it desirable to obtain current medical assessments of Mr. Almalki from
a psychologist and a psychiatrist retained by the Inquiry. While I recognize the
limitations of these kinds of assessments as evidence of what actually occurred,
and in distinguishing between types of trauma that an individual might have
suffered, particularly when the events in question took place some years ago, I
nonetheless thought it desirable to ensure that the current medical assessments
of Mr. Almalki were not inconsistent with the account of his mistreatment.
As I indicated in Chapter 2, the assessments that I obtained were from a psy-
chologist and a psychiatrist with experience in assessing victims of torture. I
have reviewed their reports with the assistance of my medical advisor, Dr. Lisa
Ramshaw. I found no inconsistency between their reports and Mr. Almalki’s
account of his mistreatment.

36. The Attorney General has not expressly submitted that Mr. Almalki was not
tortured. However, the Attorney General argued, in his final submissions, that
Mr. Almalki’s account of torture was directly contradicted by other evidence
presented to the Inquiry, including: (1) an apparent statement by Mr. Almalki’s
family, at a November 6, 2003 meeting with DFAIT, that “Nobody thought he
was being tortured;” and (2) information suggesting that Mr. Almalki was in
good health, despite his detention, and being treated well by Syrian officials.
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37. 1 do not agree that this information detracts from Mr. Almalki’s account.
First, while most of the information that CSIS had concerning Mr. Almalki’s treat-
ment suggested that he was in good health and not currently being mistreated,
CSIS also had some information suggesting that he had not been treated fairly
earlier. Second, the fact that Mr. Almalki’s family members might not have
known that he was being tortured (as is suggested by the statement apparently
made by his family on November 6) is consistent with what Mr. Almalki told
the Inquiry about the family visits he received while detained in Syria: he was
reticent to tell his family members about the torture because he did not want to
upset them, and because he feared retribution by his Syrian interrogators (who
were always present at family visits). I did not consider it necessary to confirm
this statement with Mr. Almalki’s family members.

Role of Canadian officials

38. Having concluded that Mr. Almalki suffered mistreatment amounting to
torture in Syria, I now turn to the question whether this resulted, directly or
indirectly, from actions of Canadian officials and whether, if so, these actions
were deficient in the circumstances. I consider in this section the following
actions of Canadian officials:

(a) Prior to Mr. Almalki’s detention, the RCMP shared the Supertext
database, which contained a considerable amount of material regarding
Mr. Almalki, with U.S. agencies.

(b) On July 4, 2002, after Mr. Almalki had been detained in Syria, the
Ambassador and the RCMP liaison officer met with General Khalil of
the Syrian Military Intelligence (SyMD).

(©) In November 2002, CSIS travelled to Syria and met with officials from
the SyMI.

(d) In January 2004, CSIS asked the SyMI if it could interview Mr. Almalki
in detention.

() InJanuary 2004, CSIS made various inquiries of the SyMI to obtain infor-
mation about its intentions in respect of Mr. Almalki, the possibility of
his release, and the treatment of Canadian detainees.

Sharing of the RCMP’s Supertext database with U.S. authorities

Did any mistreatment result directly or indirectly from the sharing of the
database?
39. There is substantial correspondence between the substance of Mr. Almalki’s
interrogations in Syria and the information contained in the RCMP’s Supertext
database, which (as discussed above) was shared with U.S. agencies in early



FINDINGS IN RELATION TO ABDULLAH ALMALKI 409

April 2002, approximately one month before Mr. Almalki came to be detained
in Syria (in early May 2002). For example:

¢ Mr. Almalki told the Inquiry that his Syrian interrogators asked him about
an individual from Canada; the Supertext database contained documents
referring to this same individual as an associate of RCMP targets.

¢ Mr. Almalki told the Inquiry that his Syrian interrogators showed him a
report, which they said had been provided by Canada, indicating that
a search of Mr. Almalki’s home had turned up weapons; the Supertext
database contained a note indicating that two switchblades had been
found in Mr. Almalki’s residence.

¢ Mr. Almalki told the Inquiry that Malaysian officials interrogated him in
Syria based on a report that listed several trade names that Mr. Almalki
had tried (unsuccessfully) to register in Canada; the Supertext database
included an email message from Mr. Almalki to Industry Canada
requesting a corporate name change.

e Mr. Almalki told the Inquiry that his Syrian interrogators asked him
about his alleged “training” in Afghanistan, and insisted that he had
attended a training camp; the Supertext database contained documents
concerning the time that Mr. Almalki had spent in Afghanistan.

* Mr. Almalki told the Inquiry that his Syrian interrogators showed him a
report containing photographs of individuals whom Mr. Almalki did not
recognize; the Supertext database contained photographs of Mr. Elmaati
and other targets of or persons of interest to the Project A-O Canada
investigation.

40. 1 found no evidence that the RCMP provided Syrian or Malaysian authori-
ties with the Supertext database, or with any of the documents contained in
it. Nor did I find any evidence that the RCMP gave permission to U.S. agencies
to share the Supertext database, or any of the information in it, with Syrian or
Malaysian authorities.

41. However, based on the correspondence described above, the fact that the
database was provided without caveats, and the fact that the U.S. had its own
investigative interest in Mr. Almalki prior to the events under review, I believe
it is reasonable to infer that the documents provided in the Supertext database,
or information from those documents, made their way into the hands of Syrian
officials, and were then used by them, together with other information, to
interrogate Mr. Almalki in Syria. On this basis, I conclude that the actions of
Canadian officials in sharing the Supertext database likely contributed to, and
therefore resulted indirectly in, mistreatment of Mr. Almalki in Syria.
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Was the sharing of the database deficient in the circumstances?

42. For the reasons that I discussed in detail above (at paragraphs 22 to 24),
sharing the Supertext database with U.S. agencies was deficient in the circum-
stances. In summary, the sharing of the Supertext database was deficient in
four main respects: (1) the written information on the CDs was provided to
U.S. agencies without written caveats; (2) the portion of the documents not
related to the searches was not reviewed for relevance, reliability and personal
information; (3) third-party materials to which caveats were attached, such
as letters received from CSIS and documents received from Canada Customs,
were transferred without the originators’ consent; and (4) the database was
transferred without adequate consideration of the possible consequences for
the subjects of the Project A-O Canada investigation, including Mr. Almalki, the
main subject of the investigation.

July 4 meeting between the Ambassador, the RCMP liaison officer and General
Khalil of the SyMI

Did any mistreatment result directly or indirectly from the July 4 meeting?
43. On July 4, 2002, Canada’s Ambassador to Syria and the RCMP’s Rome-based
liaison officer met with General Khalil of the SyMI. Counsel for Mr. Elmaati,
Mr. Almalki and Mr. Nureddin, in their final submissions, suggested that infor-
mation about Mr. Almalki was shared at this meeting, and that Mr. Almalki was,
as a result, interrogated and mistreated several days later.

44. 1 found no evidence that the Canadian officials present at the meeting
provided General Khalil with any information about Mr. Almalki. The evidence
I received suggests that Mr. Almalki might have been discussed in passing, but
that the focus of the meeting was on “other priority cases.” As a result, I cannot
conclude that the meeting was in any way directly or indirectly linked to any
mistreatment of Mr. Almalki.

RCMP’s questions for Mr. Almalki

45. As discussed in detail at paragraphs 116 to 162 of Chapter 5, starting in
the summer of 2002, shortly after Mr. Almalki was detained in Syria, the RCMP
began discussing the possibility of interviewing Mr. Almalki in Syria. When
the RCMP’s attempts to set up an interview were not successful, it turned its
attention to sending questions to Syrian officials to be posed to Mr. Almalki. On
January 15, 2003, after extensive discussions with DFAIT, the RCMP transmitted
to Syrian officials, through Canada’s Ambassador to Syria, a two-page list of ques-
tions to be asked of Mr. Almalki.
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Did any mistreatment result directly or indirectly from the sending of

questions?
46. Based on the evidence available to me, I believe it is reasonable to infer
that sending questions to be posed to Mr. Almalki in Syria resulted indirectly in
mistreatment by Syrian officials. I reach this conclusion for three main reasons.
First, Mr. Almalki was being detained on terrorism-related grounds, in a prison
run by one of Syria’s security services. Reports regarding Syria’s human rights
record, prepared by DFAIT, Amnesty International, Human Rights Watch and
other organizations, stated that torture was very likely to occur during the inter-
rogation of individuals detained in these circumstances.

47. Second, though RCMP officials told the Inquiry that they had reason
to believe that the questions they sent to Syrian officials were never put to
Mr. Almalki, Mr. Almalki told the Inquiry that he was interrogated and mis-
treated on January 16, 2003, one day after the questions were delivered. The
topics about which Mr. Almalki said he was questioned on that day are the same
or similar to many of the topics addressed in the RCMP’s questions. Mr. Almalki
identified the date of this interrogation within months of his return to Canada
in 2004, when he was interviewed by Alex Neve of Amnesty International,
and before information about the questions sent by the RCMP became public
through the Arar Inquiry.

48. Third, as I discuss below, several of the Canadian officials involved in the
decision to send questions for Mr. Almalki were aware that doing so created a
serious risk that Mr. Almalki would be tortured. Where officials determine that
a proposed action is likely to result in a particular outcome, and that outcome
materializes, I believe it is reasonable to infer, in the absence of evidence to the
contrary, that the action resulted, at least indirectly, in the outcome.

Was sending questions deficient in the circumstances?
49. Having determined that the sending of questions to be posed to Mr. Almalki
resulted indirectly in mistreatment of Mr. Almalki in Syria, I now turn to examine
the question of deficiency. For the reasons that follow, I conclude that the con-
duct of DFAIT and RCMP officials in coming to the decision to send, and then
sending, the questions for Mr. Almalki was deficient in the circumstances.

50. The RCMP members who made the decision to send the questions knew
or should have known about Syria’s human rights record and, specifically, about
the possibility that Syrian officials might use torture to extract answers to the
RCMP’s questions. The RCMP had access to publicly available reports regard-
ing Syria’s human rights reputation, as well as the annual human rights reports
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prepared by DFAIT. The RCMP knew, by August 12, 2002, that Mr. Elmaati had
told consular officials that he had been interrogated and tortured in Syria. Most
significantly, at a meeting on September 10, 2002, at which senior officers of
Project A-O Canada, DFAIT ISI officials and the Ambassador to Syria discussed
sending questions for Mr. Almalki, an official in DFAIT ISI raised the possibility
of torture.

51. Some of the RCMP members involved in the decision to send questions for
Mr. Almalki displayed a dismissive attitude towards the issue of human rights
and the possibility of torture. When torture was raised at the September 10,
2002 meeting, some of the RCMP members present disregarded it as merely a
one-off comment from a junior DFAIT official. Another RCMP member, who did
not attend the September 10 meeting, but played a critical role in facilitating the
preparation and sending of questions, told the Inquiry that the issue of mistreat-
ment was not on his radar screen, and that he assumed a level of professionalism
and a way of operating that would be in keeping with the expectations of a
democratic society. At least two RCMP members suggested that sending ques-
tions to be posed to Mr. Almalki might have been beneficial to his treatment.

52. 1 do not believe that the decision to send questions was warranted by a
need to obtain information about the threat level in Canada, a justification that
was put forward in some of the evidence that I heard. I was told that that while
it was recognized that sending questions for Mr. Almalki could put Mr. Almalki at
risk of being tortured, the importance of gaining access to Mr. Almalki in order
to get information about the threat level in Canada warranted sending ques-
tions. This justification was considered, and rejected, by Justice O’Connor—he
found that by January 2003, when the questions were sent to Syria, the threats
being investigated no longer fell within the “imminent” category. He wrote:
“Without diminishing the importance of [Project A-O Canada’s] investigation, I
think it is fair to say that, by that time, the threats being investigated fell short
of being ‘imminent’.””

53. Furthermore, it appears that the purpose of the questions was not pri-
marily to obtain information about an imminent threat to Canada’s security,
but to open a dialogue and establish cooperation with the Syrians regarding
Mr. Almalki. One Project A-O Canada member said that the RCMP hoped to
establish some cooperation in order to see what the RCMP could get in return.
The Officer in Charge of Project A-O Canada said that the goal in sending the
questions was not to get answers to the questions but to offer something to
Syrian officials in the hope that they would ultimately grant the RCMP access

> Arar Inquiry, Analysis and Recommendations, p. 213.
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to Mr. Almalki. In my view, these goals did not, in the face of a serious risk of
human rights abuses, justify sending questions to Syria in January 2003.

54. The nature of the questions and the language used in the cover letter sent
to Syrian officials with the questions increased the risk that Mr. Almalki would
be mistreated. Though the list of questions did not include any information
about, or descriptions of, Mr. Almalki, it suggested that he was involved with
a terrorist cell, that he might be acting as a procurement officer for a terrorist
group, and that he might have knowledge of terrorist threats in Canada. One
Project A-O Canada member suggested that, while the list of questions did not
label Mr. Almalki as an associate of al-Qaeda, someone reading the questions
might draw that conclusion. The cover letter that accompanied the list of ques-
tions offered to share with its Syrian recipients “large volumes of highly sensi-
tive documents and information, seized during investigative efforts or obtained
from confidential informants associated to terrorist cells operating in Canada,”
an offer which, in my view, suggested some association between Mr. Almalki
and a Canadian terrorist cell.

55. Responsibility for the risk created by sending questions for Mr. Almalki
does not fall only on the RCMP. In coming to the decision to send ques-
tions, the RCMP engaged in extensive discussions with DFAIT ISI and Canada’s
Ambassador to Syria, and was entitled, in my view, to place considerable reli-
ance on their advice.

56. DFAIT determined that sending questions to be posed to Mr. Almalki raised
a serious risk that he would be tortured. At least three memoranda drafted
between August 6 and October 30, 2002 and sent to senior DFAIT officials
indicated that sending questions to be posed to Mr. Almalki in Syria could result
in his being tortured.

57. DFAIT failed, however, to properly communicate its concerns about tor-
ture to the RCMP. While the possibility of torture was raised by a junior DFAIT
official at the September 10, 2002 meeting, the overall message communicated
by DFAIT at that meeting was that it supported, or at least did not object to,
the RCMP’s efforts to send questions. The junior official’s comment (to the
effect that sending questions raised the possibility of torture) was interpreted
by other attendees as a casual off-hand remark, and was not supported or even
acknowledged by the official’s senior DFAIT colleagues. In fact, Canada’s
Ambassador to Syria offered at the meeting to facilitate the RCMP’s requests to
Syrian authorities, and suggested to the RCMP attendees that Syrian authorities
would likely expect the RCMP to share information in exchange. As well, while
DFAIT ISI officials proposed in late October that DFAIT send a letter to Assistant
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Commissioner Proulx of the RCMP setting out DFAIT’s concerns about torture,
and indicating that DFAIT would not support or assist the RCMP in its effort to
send questions to Syria, no letter was ever sent. There appears to have been
a breakdown of communication within DFAIT with respect to the proposed
letter: each official involved in discussions about the letter believed that some
other official was taking care of the issue, or that the RCMP had decided not
to send the questions after all, with the result that the proposed letter was not
sent to the RCMP.

58. Having failed to properly communicate to the RCMP its concerns about
torture, DFAIT assisted the RCMP in delivering its list of questions to the SyMI—
conduct that suggested to the RCMP that DFAIT supported its efforts. On
January 15, 2003, Canada’s Ambassador to Syria received from the RCMP’s
liaison officer in Rome an envelope containing the questions. The next day,
the Ambassador arranged for a consular official to deliver the questions to the
SyMI. The Ambassador had received no instructions to consider the possibility
of torture; he was aware of Mr. Elmaati’s August 12 torture allegation, but was
apparently unaware that DFAIT had raised concerns that sending the questions
could result in Mr. Almalki being tortured. The Ambassador stated that he
believed that the questions were being passed on to the Syrians in the context
of what he considered to be the extraordinary cooperation shown by the Syrians
in the Arar case, and that DFAIT officials in Ottawa had sanctioned the RCMP’s
decision to send questions.

59. The role of the Canadian Embassy in Damascus in sending questions for
Mr. Almalki raises questions about the proper role of the head of mission and his
or her consular officers, particularly in countries with records of serious human
rights abuses. In his final submissions, the Attorney General argued that part
of DFAIT’s mandate is to assist Canada’s security and policing agencies when
their work extends beyond Canada’s borders. He argued that it was therefore
appropriate for the head of mission to assist in arranging for CSIS or RCMP
questions to be put to a Canadian detained abroad.

60. Recognizing that DFAIT’s mandate extends beyond the provision of con-
sular services, and may include the provision of assistance to CSIS and the
RCMP in appropriate circumstances, I believe care must be taken to ensure
that such assistance does not conflict with DFAIT’s consular role. This is par-
ticularly important in countries such as Syria, with a well-known record of
human rights abuses, where detainees face a serious risk of being mistreated,
and the need for consular assistance is acute. The Embassy’s role in arranging
for the RCMP’s questions to be put to Mr. Almalki in my view created a risk that
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Syrian authorities would not take the Embassy’s requests for consular access
as seriously as they might have otherwise. By assisting in sending the ques-
tions, the Embassy risked compromising its efforts to obtain consular access to
Mr. Almalki, in a situation where consular access might have been extremely
beneficial to Mr. Almalki.

61. I note that Justice O’Connor expressed a similar concern in the Arar
Inquiry report. He acknowledged that an ambassador’s role as representative
of all Canadian departments and agencies may put him or her in a difficult
position of conflict. He recommended that, when a Canadian is detained in a
terrorism-related matter, the ambassador refer any questions about what should
be done with respect to the detainee to a consultation process led by DFAIT.
His recommended consultation process is described in detail in his report.
Justice O’Connor was of the view that this approach would facilitate prompt
communications between DFAIT and the ambassador and lessen any conflicts
the ambassador might face.®

CSIS’ trip to Syria

62. Asdiscussed in Chapter 5, paragraphs 102 to 107, in late November 2002,
a CSIS delegation travelled to Syria to meet with officials from the SyMI. The
trip had several purposes. Among the main ones, it was thought that the trip
would allow CSIS to acquire critical intelligence in support of its Sunni Islamic
terrorism investigation and to receive and evaluate information about Mr. Arar.
However, for various reasons, CSIS also intended to raise with the SyMI the case
of Mr. Almalki.

63. It is not clear from the evidence that I received whether CSIS raised
Mr. Almalki’s case with the SyMI. However, it appears that the CSIS delegation
received information about Mr. Almalki during a meeting on November 23,
2002. The substance of this meeting is discussed at paragraphs 108 to 110 of
Chapter 5.

Did any mistreatment result directly or indirectly from CSIS’ trip to Syria?
64. There is correspondence between the timing of CSIS’ trip to Syria and
some of Mr. Almalki’s interrogation sessions in Syria. Mr. Almalki told the
Inquiry that he was interrogated in November and December 2002 on the basis
of a typed report, in Arabic, entitled “Meeting with the Canadian delegation
November 24th 2002.”

¢ Arar Inquiry, Analysis and Recommendations, pp. 349-352.
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65. Despite this correspondence, I cannot infer that CSIS’ trip to Syria, and the
actions of the CSIS delegation while in Syria resulted, directly or indirectly, in
mistreatment of Mr. Almalki in Syria. I say this for two reasons. First, I did not
find any evidence to support Mr. Almalki’s suggestion that CSIS provided any
reports or information about him to the Syrian authorities during the trip. In
fact, one member of the CSIS delegation told the Inquiry that (for reasons that I
am precluded by national security confidentiality from disclosing here) informa-
tion could not have been shared with Syria. Mr. Almalki was not of course in
a position to observe what occurred at the meeting between the CSIS officials
and the SyMI. The information that he provided about the title of the report
cannot form a proper basis for inferences concerning its content or the source
of its content.

66. Second, I found no evidence to suggest that CSIS took any steps, in advance
of or during the trip to Syria, that might have caused Syrian authorities to mis-
treat Mr. Almalki or prolong his detention. For example, I found no evidence
that CSIS posed questions for Mr. Almalki, requested an interview of or access
to Mr. Almalki, encouraged the SyMI to further interrogate Mr. Almalki, or sug-
gested to the SyMI that CSIS did not want Mr. Almalki released and returned
to Canada.

Comments on CSIS’ trip to Syria

67. lam satisfied that CSIS’ decision to send a delegation to Syria in November
2002, in part to receive information about Mr. Almalki, was appropriate in the
circumstances. Iagree with Justice O’Connor’s finding that there was appropri-
ate consultation among Canadian officials before the trip took place, and that
the CSIS delegation was careful not to encroach on matters that were more
properly the domain of DFAIT’s Consular Affairs Bureau.” Furthermore, CSIS
was pursuing its mandate in meeting with the SyMI. CSIS had reason to believe
that the SyMI might have information relevant to the security of Canada.

68. I am also satisfied that it was appropriate for CSIS not to raise or discuss
with the SyMI the conditions under which Mr. Almalki was being held. I accept
the evidence of one CSIS witness that CSIS had been asked by DFAIT in advance
of the trip to Syria not to become involved in consular issues. While it would
not have been appropriate for CSIS to ignore any indications that Mr. Almalki
had been mistreated, it was not CSIS’ role to discuss Mr. Almalki’s treatment
with the SyMI, or to gain access to Mr. Almalki in order to assess his condition.
This was more properly the domain of trained consular officials. The fact that
consular officials did not have access to Mr. Almalki at this time does not affect

Arar Inquiry, Analysis and Recommendations, p. 198.
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my conclusion. Any failure of DFAIT to diligently seek access to Mr. Almalki
(a subject discussed below) did not, absent some request from DFAIT, shift
responsibility for consular issues to CSIS.

69. Having said that, I agree with Justice O’Connor that, while it may be neces-
sary on occasion for Canadian investigative officials to interact with countries
with poor human rights records, such as Syria, investigative officials proposing
to do so must take great care, particularly when a Canadian is being detained in
that country. Decisions to interact with officials from these countries must be
made on a case-by-case basis, but in accordance with applicable policies, and
following consultation with all Canadian agencies with an interest or expertise
in the area. Ialso agree that any interactions that do take place must be as con-
trolled as possible, to safeguard against Canadian complicity in human rights
abuses or the perception that Canada condones such abuses. If it is determined
that there is a credible risk that Canadian interactions would render Canada
complicit in torture or create the perception that Canada condones the use of
torture, then a decision should be made that no interaction is to take place.?

CSIS’ request for an interview

70. As discussed in Chapter 5, paragraphs 187 to 197, in early January 2004,
two months before Mr. Almalki was released from Syrian custody, CSIS raised
with the SyMI the possibility of obtaining access to Mr. Almalki in Syria for
the purposes of interviewing him. Ultimately, the Service’s efforts to secure
interview access to Mr. Almalki were unsuccessful. The SyMI never refused
the Service’s request for an interview, but Mr. Almalki was released before any
interview could take place.

Did any mistreatment result directly or indirectly from CSIS’ request for an

interview?
71. I am satisfied that CSIS’ request to interview Mr. Almalki at this time did
not result, directly or indirectly, in mistreatment of Mr. Almalki in Syria. The
CSIS official who made the interview request made it clear to SyMI officials that
the interview would be voluntary, that Mr. Almalki should be made aware of
his right to consular access, and that the request should not delay Mr. Almalki’s
release. Iacknowledge that conditions such as these are not always respected,
particularly by countries like Syria with a reputation for arbitrary detention
and prisoner abuse. I acknowledge also that, despite these conditions, CSIS’
request might have nonetheless conveyed to Syria a message that continued

Arar Inquiry, Analysis and Recommendations, pp. 198—199.
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detention of Mr. Almalki was necessary or appropriate in order to accommodate
CSIS’ request.

72. However, 1 did not receive any evidence from Canadian officials or
from Mr. Almalki that CSIS’ request affected either the manner in which
Mr. Almalki was treated between January and March 2004, or the timing of his
release. Nor am I able to draw an inference, based on the evidence available
to me, that the request resulted indirectly in Mr. Almalki’s mistreatment or
prolonged detention.

Comments on CSIS’ request for an interview

73. In my view, CSIS’ request to interview Mr. Almalki in Syria was reasonable
in the circumstances. I say this for three reasons. First, CSIS consulted with
DFAIT about how the interview should be conducted, and DFAIT supported
the proposed interview, subject to recommendations that CSIS accepted. These
recommendations reflected adequate consideration of how a request for an
interview, and the interview itself, might affect Mr. Almalki. Second, at the time
the interview was proposed, DFAIT consular officials had not obtained consular
access to Mr. Almalki, and had not had an opportunity to assess his mental and
physical state. Therefore, among the recommendations agreed to by CSIS was
that the interviewer would evaluate Mr. Almalki’s physical and mental condi-
tion, identify any possible signs of torture and report his evaluation to DFAIT.
Though this would not have been an ideal alternative to a consular visit, it would
have been better than no access at all. Third, CSIS believed that Mr. Almalki
might possess information relevant to the security of Canada. The Service also
had reason to believe that Mr. Almalki might be released from Syrian custody
in the near future.

74. In making this finding, I am not suggesting that it would in all cases be
appropriate for Canadian officials to request interviews of Canadians detained in
countries with poor human rights records. Decisions about whether to request
and then conduct interviews must be made on a case-by-case basis, in light of
all the circumstances. A request should only be made after careful weighing of
the reasons for the request against the possible consequences for the detainee.
With respect to the possible consequences for the detainee, several witnesses
told the Inquiry that a direct interview of a detainee is desirable because the
interviewer can control the circumstances in which the questions are posed.
However, I agree with the submission of the Intervenor Human Rights Watch
that this ignores any antecedent or subsequent risks of mistreatment that would
arise in a context where torture is a routine part of interrogation. An interview
by a visiting official might create a risk that the detainee will be tortured before
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and after the interview. A detainee might be tortured before the scheduled
interview with visiting agents in order to “soften him up” or ensure that he
provides the “right answers” to the visiting agents. A detainee might be tortured
after the interview if the local interrogators are dissatisfied with something the
detainee says or because the local interrogators conclude that the detainee had
lied or concealed something from them earlier.

CSIS’ inquiries of the SyMI

75. Also in early January 2004, as discussed at Chapter 5, paragraphs 187 to
189, CSIS made other inquiries of the SyMI. CSIS asked the SyMI for an update
of Mr. Almalki’s case, including information about what charges he would be
facing, whether a trial was scheduled, whether it was true that he was soon to
be released, and whether there was any new information that would be of rel-
evance to CSIS. CSIS also asked the SyMI to respond to allegations that Mr. Arar
had been tortured while in Syrian detention, and to advise if it had made any
extraordinary efforts to ensure the fair treatment of Canadian citizens detained
in Syria.

Did any mistreatment result directly or indirectly from CSIS’ inquiries of the
Symi?
76. 1 am satisfied that these inquiries did not result directly or indirectly in
mistreatment or prolonged detention of Mr. Almalki. I found no evidence that
would permit me to infer a direct or indirect link.

Comments on CSIS’ inquiries of the SyMI

77. For three reasons, I am also satisfied that these inquiries were reasonable
in the circumstances. First, the Service had reason to believe that Mr. Almalki
might be released from Syrian custody in the near future and wanted to obtain
concrete information about Syria’s intentions in respect of Mr. Almalki. Second,
the inquiries themselves were relatively benign, and the CSIS official who put
them to the SyMI had been instructed not to put forth CSIS’ position on the situ-
ation or comment on Mr. Almalki’s detention. Third, it was likely in the interest
of Canadian officials at this time to obtain information about Syria’s response to
Mr. Arar’s allegations of torture. This was information that officials required in
order to better manage the cases of Canadian citizens detained in Syria (which
at this time included Mr. Nureddin, Mr. Almalki and others). Among Canadian
government agencies, CSIS was arguably best positioned to obtain this informa-
tion from the SyMI, a military security organization that was apparently reticent
to deal with police and political officials.
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Reports from Canada

78. Mr. Almalki told the Inquiry that, during his interrogations in Syria, he
observed several reports in the possession of his Syrian interrogators that he
suggested might have originated with Canadian officials. He said that Syrian
officials detained, interrogated and tortured him at least in part based on these
reports. Some of Mr. Almalki’s allegations concerning reports have been
addressed above. I now address the remainder.

* Mr. Almalki told the Inquiry that, shortly after he arrived at the Damascus
airport on May 3, he overheard one of the officers refer to a report that
had been received from “the Embassy” on April 22. I found no evidence
that the Canadian Embassy or any other Canadian officials supplied any
foreign agency with a report about Mr. Almalki on or around this date.

o Mr. Almalki told the Inquiry that, in June 2002, he was interrogated
and tortured based on a 10-20 page report, written in Arabic, which
his interrogators referred to as “Questions.” According to Mr. Almalki,
the report described him as an “active member of al Qaeda” with the
code name “Abu Wafa,” included information about companies that
Mr. Almalki’s business had shipped to, and referred to the name of a
Toronto resident. Ifound no evidence that Canadian officials supplied
any foreign agency with a report matching this description. Nor did I
find any evidence that Canadian officials described Mr. Almalki to any
foreign agency as an “active member of al Qaeda.” It is difficult to
attribute the name “Abu Wafa” to any specific source. The name was
included in documents that were transferred to U.S. agencies on the
CDs containing the RCMP’s Supertext database; however, according
to CSIS records, Mr. Almalki told CSIS during a 1998 interview that the
name “Abu Wafa” appears on his Syrian birth certificate. The name of
the Toronto resident appeared in documents contained in the RCMP’s
Supertext database. I concluded above that the sharing of this database
with U.S. agencies in April of 2002 resulted indirectly in mistreatment
of Mr. Almalki in Syria.

e Mr. Almalki told the Inquiry that, in July 2002, he was interrogated and
tortured based on a report, written in Arabic, which said that a search
of Mr. Almalki’s parents’ home in Canada had turned up weapons and
proof of links to al-Qaeda and Osama Bin Laden. I found no evidence
that Canadian officials supplied any foreign agency with a report
matching this description. However, as discussed above, as part of the
transfer of its Supertext database, the RCMP provided U.S. agencies with
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a note indicating that two switchblades were found in Mr. Almalki’s
residence.

¢ Mr. Almalki told the Inquiry that, on August 25, 2002, he was interrogated
by Malaysian officials, possibly at the behest of Canada or based on
information that Malaysian officials had received from Canada, and that
he was tortured by Syrian officials in preparation for this interrogation.
He stated that the officials had a report listing several trade names
that Mr. Almalki had tried (unsuccessfully) to register with Industry
Canada, and that Mr. Almalki believed could only have been obtained
from his filing cabinet in Canada. I found no evidence that Canadian
officials supplied Malaysian officials or any foreign agency with a report
containing this information. As noted above, however, the Supertext
database shared with U.S. agencies included an email message from
Mr. Almalki to Industry Canada. Ialso found no evidence to suggest that
Canadian officials asked Malaysian officials to interrogate Mr. Almalki in
Syria, or that Canadian officials supplied questions for this purpose.

e Mr. Almalki told the Inquiry that, in mid-April 2004, after he was
released from Syrian custody, he was asked to return to Far Falestin,
where he was interrogated based on a report that had been faxed on
March 29, 2004. He said that the report contained photographs of
individuals and a list of names and birthdates, and, according to his
interrogator, indicated that the individuals were members of an Ottawa-
based religious group led by Mr. Almalki. I found no evidence that
Canadian officials supplied any foreign agency with a report matching
this description or containing this information.

Were there any deficiencies in the actions of Canadian officials to
provide consular services to Mr. Almalki?

79. In this section, I consider whether there were any deficiencies in the
actions of Canadian officials to provide consular services to Mr. Almalki in Syria.
I discuss below the following issues:

(a) DFAIT’s failure to act promptly after learning that Mr. Almalki had been
detained;

(b) DFAIT’s failure to make effective representations to Syria between
August 2002 and November 2003;

(c) DFAIT’s effective representations to Syria between November 2003 and
Mr. Almalki’s release in March 2004;

(d) DFAIT’s failure to sufficiently consider the possibility of mistreatment;
and
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(e) the improper disclosure by DFAIT of confidential consular
information.

80. As I discussed above in my findings regarding the actions of Canadian
officials in relation to Mr. Elmaati, the portion of the Terms of Reference that
specifically addresses the actions taken by Canadian officials to provide consular
services to Mr. Almalki directs me to assess whether there were any deficiencies
in these actions, without calling on me to determine whether any mistreatment
of Mr. Almalki resulted directly or indirectly from them. I therefore do not
address this possibility below. However, I should reiterate my view that it is
implicit in the seriousness with which the international community, including
our government, regards consular access, that a failure by Canadian officials to
effectively pursue consular access will increase the risk that mistreatment, and
possibly mistreatment amounting to torture, might occur.

Failure to act promptly after learning of detention

81. As I have set out above in my findings regarding the actions of Canadian
officials in relation to Mr. Elmaati, the standards operative at the relevant time,
including DFAIT’s Service Standards, the Manual of Consular Instructions
and best practices, required DFAIT to respond promptly once it learned that a
Canadian citizen had been detained abroad. The Service Standards indicated
that first contact with the detainee should be made within 24 hours of notifica-
tion of the detention, though it acknowledged that the response time would
be subject to factors beyond DFAIT’s control. The Manual required DFAIT
officials to, upon learning that a Canadian citizen had been arrested and detained
abroad, investigate the circumstances of the arrest and detention with a view
to determining whether there was unlawful discrimination, denial of justice or
due process or harsh treatment during arrest.

82. In the case of Mr. Almalki, DFAIT failed to meet this standard. It did not
act promptly after learning that he might be detained in Syria.

Failure to promptly advise the Consular Affairs Bureau

83. DFAIT officials who first learned of Mr. Almalki’s detention failed to
promptly share this information with the Consular Affairs Bureau, the DFAIT
bureau charged with providing consular assistance to Canadians detained
abroad. Officials in DFAIT ISI knew by early June 2002 that Mr. Almalki might
be in custody in Syria. However, they did not advise the Consular Affairs Bureau
of the possible detention until late June 2002, and did so through a memoran-
dum dated June 26 that did not reach the Consular Affairs Bureau until late July.
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Canada’s Ambassador to Syria recalled learning of Mr. Almalki’s detention on
July 4, 2002, at a meeting with the RCMP’s liaison officer in Rome and General
Khalil of the SyMI, but did not notify the Consular Affairs Bureau at that time.

84. Ido notbelieve that the various explanations provided by DFAIT witnesses
are sufficient to justify these delays. The Ambassador told the Inquiry that he
believed that the Consular Affairs Bureau was already aware of the detention on
July 4, 2002. However, his belief was based on his expectation that if the RCMP
was meeting with General Khalil, appropriate consultation had occurred at
DFAIT headquarters. No steps were taken to confirm that this was the case.

85. DFAIT ISI explained the delay by invoking ISI’s policy of passing only
reliable or confirmed information to the Consular Affairs Bureau. According
to two DFAIT ISI officials, the information about Mr. Almalki’s detention was
not sufficiently confirmed and specific in early June 2002 to be shared with
the Consular Affairs Bureau. However, DFAIT ISI did not, upon learning that
Mr. Almalki might be in custody, make inquiries with the source of the infor-
mation in order to confirm it. In my view, the possibility of detention was suf-
ficiently significant, and the potential consequences for Mr. Almalki so serious,
that DFAIT ISI should have at least made some effort to confirm the information.
Furthermore, when DFAIT ISI finally did receive confirmation of the detention,
in late June 2002, it should have immediately contacted the Consular Affairs
Bureau. Instead, it merely copied the Bureau on a memorandum that mentioned
Mr. Almalki’s detention, a memorandum that DFAIT ISI knew or ought to have
known would not reach officials in the Bureau for some time.

86. What makes these delays particularly troubling is that DFAIT officials were
aware of information that the most serious and intense abuse of detainees in
Syria often occurs during the early stages of detention. This reality was high-
lighted in several of the public reports regarding Syria’s human rights record,
to which all DFAIT officials had access and which most had read. The Director
General of the Consular Affairs Bureau operated under a “working assumption”
that a political prisoner detained in Syria would be tortured, and his understand-
ing was that torture usually took place early on in the detention. Mr. Almalki’s
treatment appears to have followed the pattern identified by the publicly avail-
able reports and by the Director General of the Consular Affairs Bureau. Some
of the most serious and intense abuse took place during the first month of his
detention in Syria.

87. In my view, the fact that serious mistreatment might be occurring is
reason for DFAIT to act as quickly as possible in seeking consular access to
the detainee.
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88. I reiterate what I said in my findings regarding the actions of Canadian
officials in relation to Mr. Elmaati: although the Consular Affairs Bureau has
the responsibility within the Government of Canada to make representations
on behalf of Canadian citizens detained in foreign countries, it can carry out
that mandate effectively only if it has the cooperation of other sections in
DFAIT. Cooperation and coordination between DFAIT ISI and the Consular
Affairs Bureau is particularly important in cases involving individuals detained
on security-related grounds, where DFAIT ISI will often be privy to information
that is of relevance to those who are in a position to provide detainees with
consular assistance.

Failure to promptly ascertain location and obtain consular access

89. Once officials in the Consular Affairs Bureau learned that Mr. Almalki was
detained in Syria, they failed to take prompt steps to ascertain his location and
obtain consular access to him. Officials confirmed on or about July 30, 2002 that
Mr. Almalki was a Canadian citizen and entitled to consular assistance, and one
official made a note on August 2 reminding herself to work on a diplomatic note.
However, the first diplomatic note was not sent until August 15. By this time
Mr. Almalki had already been detained in Syria for over three months. I accept
that in view of the official’s caseload and personal situation it was difficult for
the official who drafted the note to proceed more promptly. However, DFAIT
and its Consular Affairs Bureau bear responsibility for ensuring that sufficient
resources are in place so that consular efforts can be made in a timely way.

Failure to make effective representations to Syria—August 2002 to November 2003

90. As I have set out above in paragraphs 97 to 102 of Chapter 3, and in my
findings regarding the actions of Canadian officials in relation to Mr. Elmaati, the
standards operative at the relevant time required DFAIT to make representations
to the detaining country regarding the whereabouts of the detainee and the
reasons for his arrest and detention, and to make requests for consular access to
the detainee. Once initial consular access was secured, the Manual of Consular
Instructions directed DFAIT to visit and maintain contact with the detainee,
attempt to obtain case-related information, liaise with local authorities in order
to seek regular access, investigate the conditions of detention, and encourage
local authorities to process the case without unreasonable delay. In my view,
more strenuous efforts to obtain and maintain access to the detainee may have
been required where the detainee was detained on terrorism or national secu-
rity-related grounds in a country with a poor human rights record.
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91. Between August 15, 2002, when DFAIT sent the first diplomatic note
requesting consular access to Mr. Almalki, and November 2003, DFAIT failed
to make effective representations to Syria regarding Mr. Almalki. DFAIT failed
to make sufficient efforts to ascertain Mr. Almalki’s location and the reasons for
his detention, and to obtain consular access to him.

Diplomatic notes

92. DFAIT sent only one diplomatic note to Syria—to the Ministry of Foreign
Affairs (MFA)—during the first 18 months of Mr. Almalki’s detention. That note,
sent August 15, 2002, requested the reasons for Mr. Almalki’s detention and for
permission to visit him. I found no evidence that the Embassy conducted fur-
ther follow-up or that the Consular Affairs Bureau instructed it to do so. Syria
responded to the August 15 diplomatic note on April 26, 2003, advising that
Mr. Almalki was Syrian and therefore subject to Syrian laws. DFAIT did not
respond to this note. The Embassy passed it on to the Consular Affairs Bureau
and did not receive instructions to follow up with another note or otherwise
pursue the issue of consular access further. A second diplomatic note regarding
Mr. Almalki was not sent until November 30, 2003.

Meetings with Syrian officials

93. While officials at the Canadian Embassy in Damascus were meeting rela-
tively regularly with officials from the MFA and the SyMI (the agency detain-
ing Mr. Almalki) the issue of consular access to Mr. Almalki was generally not
aggressively pursued with these officials. At a meeting with an MFA official on
October 20, 2002, the Ambassador raised Mr. Almalki’s case and the official told
him that he would look into it. When the Ambassador met with General Khalil
of the SyMI on October 22, Mr. Almalki was not discussed. At a November 3
meeting with General Khalil, the Ambassador raised the issue of Mr. Almalki and
observed that General Khalil seemed disposed to accept that Mr. Almalki could
meet with a Canadian official; however, this appears to have been interpreted
by DFAIT as an invitation addressed to intelligence officials and not consular
officials, and no one in the Consular Affairs Bureau used the invitation as a basis
for pursuing consular access to Mr. Almalki.

94. The one possible exception to this pattern was the meetings between a
consular official at the Canadian Embassy in Damascus and Colonel Saleh of the
SyMI. The consular official told the Inquiry that, during the period of Mr. Arar’s
detention (October 2002 to October 2003), he met regularly with Colonel Saleh,
and unofficially made several requests for information about Mr. Almalki and for
permission to visit him.
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95. I note, however, that these meetings were focused on Mr. Arar, and that
the requests for consular access to Mr. Almalki were not reported in any DFAIT
documents. I also note that because the meetings at which the official made
these requests of Colonel Saleh were focused on Mr. Arar, the requests for
access to Mr. Almalki might well have come across as an afterthought.

Intensity of consular efforts in ElImaati and Arar cases

96. DFAIT’s efforts to obtain consular access to Mr. Almalki between August
2002 and late 2003 were much less intense than the consular efforts undertaken
in the cases of Mr. Arar and Mr. Elmaati. Mr. Arar, who was detained at Far
Falestin starting in early October 2002, received nine consular visits—the first
in late October 2002—before he was released on October 5, 2003. Mr. Elmaati
did not receive any consular visits during his two-and-a-half-months’ detention
in Syria, but received eight consular visits while he was detained in Egypt (from
late January 2002 until mid-January 2004). The Director General of the Consular
Affairs Bureau acknowledged that the level of consular activity in Mr. Almalki’s
case was less than that in the cases of Mr. Elmaati and Mr. Arar, and said that
the Consular Affairs Bureau lost focus. The Attorney General in his final sub-
missions also acknowledged that the level of consular activity in Mr. Almalki’s
case, prior to November 2003, was “not in keeping with that carried out in the
cases of Mr. Arar and Mr. Elmaati.”

Explanations for the failure to make effective representations

97. Several explanations were put forward for DFAIT’s failure to make effec-
tive representations with respect to Mr. Almalki. Three main explanations
were advanced: (1) Syria refused to cooperate; (2) Mr. Almalki’s family was not
engaged; and (3) the Consular Affairs Bureau had instructed the Embassy not to
pursue Mr. Almalki’s case as a consular case. For the reasons discussed below,
I do not accept any of these explanations.

98. Syria’s refusal to cooperate. First, the Attorney General argued that
DFAIT’s effectiveness was severely compromised by Syria’s refusal to cooper-
ate in providing consular access to Mr. Almalki. It was submitted that it is
difficult for DFAIT to secure the cooperation of the detaining state in security-
related cases involving dual nationals (such as Mr. Almalki’s case) because:
(1) detaining states, particularly in the Middle East, do not generally recognize
a dual national’s Canadian citizenship; and (2) these cases are controlled by state
security services, with which DFAIT has no formal connection.
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99. While I have acknowledged (above at paragraphs 108 to 109 of
Chapter 3) that cases with these characteristics may present challenges for
DFAIT, and that the effectiveness of DFAIT’s representations may be question-
able, I do not believe that these challenges were sufficient to explain DFAIT’s
failures in Mr. Almalki’s case. DFAIT did not require Syria’s cooperation to draft
and send a diplomatic note. Nor did DFAIT require Syria’s cooperation to tele-
phone its contacts in the Syrian MFA and the SyMI, or to raise Mr. Almalki’s case
during face-to-face meetings with officials from these agencies. I am not satisfied
that, upon receiving one response to a diplomatic note, in April 2003, advising
that Mr. Almalki was Syrian and subject to Syrian law, DFAIT was justified in
giving up. If anything, the challenges presented by Mr. Almalki’s case required
DFAIT to be especially vigilant. DFAIT should have taken every opportunity to
vigorously advance its case for consular access to Mr. Almalki.

100. DFAIT had several opportunities to advance the case for consular access
with General Khalil of the SyMI. Canada’s Ambassador to Syria met with him
at least three times during the early stages of Mr. Almalki’s detention—in July,
October and November 2002. Evidence given at the Arar Inquiry suggests that
the Ambassador had a close, if informal, working relationship with General
Khalil, who, as head of the SyMI reported directly to the President and was
extremely powerful in the Syrian political framework. The Ambassador testi-
fied that he was generally received by General Khalil in a friendly manner, that
he believed that the General’s relationship with him was genuine, and that the
General could always be relied on to keep his word and would respond quickly
to requests for consular access and information.

101. DFAIT was effective in advancing the case for consular access to Mr. Arar,
even though his case raised the same challenges as Mr. Almalki’s—he was a dual
national detained on security grounds in a prison controlled by one of Syria’s
security services. DFAIT’s efforts in respect of Mr. Arar yielded a consular visit
within one month of Mr. Arar’s arrest, and another eight consular visits there-
after. While similar efforts on Mr. Almalki’s behalf might not have yielded the
same results—without evidence from Syrian officials, that is impossible for me
to say—that does not mean that the efforts should not have been made.

102. Tbhe role of Mr. Almalki’s family. A second explanation offered by
the Attorney General for DFAIT’s failure to make effective representations with
respect to Mr. Almalki was “the relative lack of engagement by Mr. Almalki’s
family.” It was argued that the participation of a detainee’s family is invaluable,
particularly in cases of dual nationals detained in countries that do not recognize
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an individual’s Canadian citizenship, and that Mr. Almalki’s family, “like other
families, could have been an important source of information and assistance.”

103. While it might have been desirable for family members who did visit
Mr. Almalki in prison to communicate to consular officials that they had done
so, and to provide information regarding his well-being, I find troubling the
suggestion that DFAIT’s failures can be explained by the family’s “relative lack
of engagement.” It certainly provides little assurance to Canadian citizens who
are without close family members. It also does not account for any legitimate
reasons that a family might have for not engaging DFAIT when one family mem-
ber is detained abroad. The family might not be familiar with the services that
DFAIT provides, or be unable for language or other reasons to contact DFAIT
and explain the situation. A family might also be concerned about possible
adverse consequences of its intervention. While I did not receive any evidence
from Mr. Almalki’s family members, evidence that I received from Canadian
officials suggests that the Almalki family was worried that its intervention might
have some negative impact on the safety of Mr. Almalki or other family members
living in Syria.

104. It is unfair to the Almalki family to suggest that family members were not
engaged in Mr. Almalki’s case. The detention of a close family member is no
doubt a trying and emotional time for a family, and family members may find
it difficult and frightening to visit the detained person or take steps to secure
his or her release. Furthermore, the evidence I received from Canadian offi-
cials and from Mr. Almalki suggests that Mr. Almalki’s family was taking steps
to assist him. Members of the Almalki family met with a Senator in August
2002 to discuss Mr. Almalki’s case and ask for the Senator’s help. Mr. Almalki’s
brother told a DFAIT official in December 2002 that the family had been pursu-
ing the matter through its own channel for several months. In October 2002,
Mr. Almalki’s lawyer met with Project A-O Canada managers and Department of
Justice counsel to express concern over Mr. Almalki’s detention. In June 2003,
Mr. Almalki’s brother asked DFAIT for its assistance in obtaining a certificate
stating that Mr. Almalki did not have a criminal record in Canada. Finally, as
noted above, between August 2002 and November 2003, Mr. Almalki received
seven family visits.

105. But even if it could be said that Mr. Almalki’s family members were
not engaged, I do not accept that the efforts of the Consular Affairs Bureau to
secure at least initial consular access to a detainee should be contingent on the
degree of the family’s engagement. If, once access is obtained, the detainee
advises consular officials that (whether because the family is looking after



FINDINGS IN RELATION TO ABDULLAH ALMALKI 429

things or for other reasons) further consular visits are not welcome, that might
provide a basis for limiting their efforts. But that did not of course occur in
Mr. Almalki’s case.

106. Not a consular case. When interviewed for this Inquiry, Canada’s
former Ambassador to Syria offered a third explanation for the paucity of
consular efforts between August 2002 and November 2003. He said that the
Consular Affairs Bureau in Ottawa had instructed him that, in accordance with
the wishes of the Almalki family, Mr. Almalki’s case would not be treated as a
consular case.

107. Other DFAIT officials, including a consular official at the Embassy, the
Director General of the Consular Affairs Bureau and the case management offi-
cer responsible for Mr. Almalki’s case, disagreed with the Ambassador. They
all agreed that the Almalki family had not instructed DFAIT not to pursue the
matter as a consular case.

108. The Attorney General argued that this apparent difference of opinion had
no bearing on DFAIT’s effort in Mr. Almalki’s case. He submitted that because
the case was managed by the Consular Affairs Bureau, the Ambassador’s view
of whether Mr. Almalki’s case was a consular one was immaterial to the actual
conduct of the case, and emphasized that the Ambassador carried out every
single instruction provided to him in respect of all consular cases in Syria.

109. Iam not convinced that the apparent difference of opinion within DFAIT
about the status of Mr. Almalki’s case had no bearing on DFAIT’s efforts to gain
access to him. The Embassy had day-to-day oversight over the consular efforts
in Mr. Almalki’s case, and was in a position to exercise considerable influence
over officials responsible for his fate, including General Khalil of the SyMI.
The belief that Mr. Almalki’s case was not a consular one very likely coloured
the interactions with those officials, and affected the instructions to Embassy
staff. The Ambassador’s own evidence is that his belief about the status of
Mr. Almalki’s case did affect the Embassy’s efforts: he told the Inquiry that as
a result of this belief, the Embassy “desisted almost from the start basically in
pursuing the matter.”

110. Responsibility for the apparent miscommunication about the status of
Mr. Almalki’s case lies with DFAIT, which had an obligation to ensure that all
officials involved in Mr. Almalki’s case were regularly briefed about the status
of Mr. Almalki’s case. During the period of August 2002 to November 2003,
DFAIT’s Consular Affairs Bureau appears to have provided little instruction or
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direction to the Embassy with respect to Mr. Almalki and the actions and efforts
necessary to gain consular access to him.

Family visits

111. I should note that, while DFAIT was not effective in gaining consular
access to Mr. Almalki, his family members did periodically visit him in deten-
tion. Between July 2002 and November 2003, he received a total of seven family
visits, which he believed had been arranged by his uncle’s friend, who was a
General in the army. Mr. Almalki’s family also sent him some clothes, food and
money during this period.

112. 1 think family visits do, and did in Mr. Almalki’s case, fulfill some of the
functions of consular visits. They may reassure the detainee that he has not
been forgotten or neglected, and present some limited opportunity for family
members to assess the detainee’s well-being. Family visits may take the place
of consular visits in situations where a pattern of regular consular visitation has
already been established. Mr. Elmaati’s case is an example.

113. However, family visits are not a substitute for regular consular visits.
Family members are not trained to detect signs of torture or other abuse. Nor
are they representatives of the Government of Canada or in a position to advise
the detainee of his or her rights to consular and other assistance from the
Canadian government.

The submission that “more would have made no difference”

114. The Attorney General argued that, irrespective of the impediments to
DFAIT’s efforts, greater effort would not have produced a different outcome
in Mr. Almalki’s case. He argued that further requests of the Syrian authorities
would have been futile, and that “more would have made no difference.”

115. I observe that “more” did make a difference in the case of Mr. Arar.
Vigorous representations to Syrian officials resulted in nine consular visits over
the course of Mr. Arar’s year-long detention, the first within one month of
his arrest in Syria. DFAIT’s efforts to secure consular access were successful
even though Mr. Arar, like Mr. Almalki, was a dual Syrian-Canadian citizen and
detained in Far Falestin prison on terrorism-related grounds. Ialso observe that,
in Mr. Almalki’s case, DFAIT’s intensified consular efforts starting in late 2003
and continuing until Mr. Almalki’s release in 2004 yielded positive results.

116. More strenuous efforts by DFAIT to secure access to Mr. Almalki would
have at least sent Syria the message that the Canadian government was concerned
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about his well-being. Instead, DFAIT’s failure to make such efforts, juxtaposed
against its vigorous representations and concern for Mr. Arar, can reasonably
be regarded as suggesting to Syria that Canada did not want Mr. Almalki back
in Canada, and that Canada was not, or at least not as, concerned about his
prolonged detention.

Effective representations—November 2003 to March 2004

117. 1 am satisfied that in the period from November 2003 to Mr. Almalki’s
release in March 2004, DFAIT made effective and appropriate representations to
Syrian authorities. DFAIT’s efforts during this period included the following:

¢ Minister Graham met with Syrian Ambassador Arnous on November 4, 2003
and asked the Ambassador to facilitate consular access to Mr. Almalki.

+ Between November 6 and November 13, Embassy staff made at least
five unsuccessful attempts to set up a meeting between the Ambassador
and the Vice-Minister of the Syrian MFA.

¢ On November 30, the Embassy sent a diplomatic note asking Syria
to investigate the allegations of torture, grant consular access to
Mr. Almalki, and allow Mr. Almalki to have a legal defence at his trial.

* At meetings on December 4, 2003, a Canadian Senator and the
Ambassador met with the former Deputy Minister of the Syrian MFA
and the President of Syria to discuss Mr. Almalki’s case. The Senator
also raised Mr. Almalki’s case with the Syrian Prime Minister.

« Starting in early January 2004, the Ambassador was in regular contact with
the former Deputy Minister of the Syrian MFA regarding Mr. Almalki’s
case.

e In early January 2004, when CSIS officials consulted DFAIT about a
possible interview of Mr. Almalki in Syria, DFAIT requested that CSIS
use the interview as an opportunity to evaluate Mr. Almalki’s physical
and mental condition, identify any possible signs of torture, and report
this evaluation to DFAIT.

* In late January and early February 2004, the Ambassador raised
Mr. Almalki’s case with the Minister and Vice-Minister of the Syrian
MFA.

* The Parliamentary Secretary to the Minister of Foreign Affairs with a
special emphasis on Canadians abroad made plans to travel to Syria to
discuss sensitive cases involving dual nationals, including Mr. Almalki’s
case. For reasons that I do not attribute to Canadian officials, the trip
did not occur until late March, after Mr. Almalki was released.
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Failure to sufficiently consider the possibility of mistreatment

118. Exacerbating DFAIT’s failure to act promptly after learning of Mr. Almalki’s
detention, and its failure to make effective representations to Syria between
August 2002 and November 2003, was DFAIT’s failure to sufficiently consider
the possibility that Mr. Almalki was being tortured in Syrian detention.

DFAIT officials’ knowledge of Syria’s human rights record

119. DFAIT officials responsible for Mr. Almalki’s case were generally knowl-
edgeable about Syria’s human rights record. The Director General of the
Consular Affairs Bureau until September 1, 2003 operated under a “working
assumption” that political prisoners detained in Syria would be subjected to
torture. The individual who replaced him in September 2003 told the Inquiry
that he worked under the assumption that there was some mistreatment of
individuals imprisoned in Syrian jails. The consul at the Canadian Embassy in
Damascus, who took up his position in September 2002, told the Inquiry that
he was aware from his reading that political dissidents and opponents of the
regime had been mistreated by the Syrian government, but that when he first
arrived in Syria in September 2002 he did not think that dual nationals would
be treated the same way. Canada’s Ambassador to Syria (until mid-September
2003) testified at the Arar Inquiry that in 2002 and 2003 he knew of the allega-
tions of torture in the U.S. State Department reports.

Conclusions about likelihood of torture in specific cases

120. Though DFAIT officials responsible for Mr. Almalki’s case were generally
knowledgeable about Syria’s human rights record, some of them were reluctant
to draw from that record any conclusions about the possibility that Canadians
detained in Syria were being mistreated.

121. I find this view troubling, particularly since it was a view that was held
by those who oversaw the day-to-day consular efforts in Mr. Almalki’s case. It
is in my view a far too cautious approach given the very serious consequences
for an individual of being tortured or abused. I agree with Justice O’Connor’s
comments about the reluctance of officials to draw conclusions about the likeli-
hood of torture:

Detecting torture in countries such as Syria will always be difficult. It is unrealistic
to expect torturers to admit to their actions or allow outsiders to make observa-
tions that would prove conclusively that torture has occurred. Thus, an assessment
that depends solely on “hard facts” is unlikely to ever uncover torture. Canadian

officials must be more sophisticated in their assessments, taking into consideration
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all of the available information in order to draw reasonable inferences about what
may have happened. The Convention against Torture and Other Cruel, Inhuman
or Degrading Treatment or Punishment...provides that the human rights record of

a country must be considered in assessing the risk of torture.’

122. Furthermore, as I will discuss below, DFAIT officials had, by August 2002,
relatively “concrete” evidence of torture. On August 12, 2002, Mr. Elmaati told
consular officials in Egypt that he had been tortured while in Syrian custody.

The impact of Mr. EImaati’s torture allegation

123. At least two officials in the Consular Affairs Bureau in Ottawa con-
cluded, based on Mr. Elmaati’s torture allegation, that Mr. Almalki was at risk
of being tortured. The Director General of the Consular Affairs Bureau said
that Mr. Elmaati’s allegation was the first direct information of a Canadian being
mistreated in Syrian custody, and that his allegation increased the already sig-
nificant probability that Mr. Almalki was being tortured. The case management
officer responsible for Mr. Almalki’s case said that upon learning of Mr. Elmaati’s
allegation, it crossed her mind that Mr. Almalki might be facing the same risk
of torture.

124. Unfortunately, not all DFAIT officials responsible for Mr. Almalki’s case
were aware of Mr. Elmaati’s torture allegation. The message reporting the
allegation was not immediately sent to the Embassy in Damascus and, as a
result the Ambassador and his staff did not learn about it until much later.
The Ambassador recalled learning of it in late 2002 (possibly November or
December). The consul at the Embassy, who took up the position in September
2002, did not learn of the allegation until September 2005.

125. This delay in communicating Mr. Elmaati’s allegation to the Embassy in
Damascus should not have occurred. The Attorney General acknowledged in
his final submissions that information about the allegation should have been
passed to consular officers who were seeking access to Mr. Almalki. This
information was material to the Embassy’s efforts in respect of Mr. Almalki.
It would not have been difficult for officials at the Consular Affairs Bureau to
immediately forward to the Embassy the email message reporting the allegation,
or to telephone the Ambassador.

126. Furthermore, once the allegation was communicated to the Embassy in
late 2002, it should have immediately been shared with key members of the
Embassy staff, including the consul.

®  Arar Inquiry, Analysis and Recommendations, p. 192.
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Raising possibility of mistreatment

127. It was suggested by counsel for the individuals and by Amnesty
International that DFAIT should have, at points during Mr. Almalki’s detention,
reminded Syrian officials of the prohibition on torture and arbitrary arrest and
detention, and that DFAIT’s failure to do so was a deficiency in the provision
of consular services to Mr. Almalki.

128. While DFAIT must take all appropriate steps to ensure that Canadian citi-
zens detained abroad are not being tortured, and that international obligations
regarding the treatment of detainees are being respected, I do not believe that
it will be appropriate in all cases to raise with the detaining state the possibility
of torture, or remind the state of its international obligations. Decisions to do
so will necessarily be context-specific, and informed by past experience with
the detaining state. In some cases, DFAIT officials will reasonably conclude
that it would not be in the interest of the detainee to make representations
with respect to his or her treatment. There is some evidence that DFAIT was
concerned that raising with Syria the possibility of mistreatment would worsen
the situation of Canadians detained there, including Mr. Almalki. According
to the Director of the Consular Affairs Bureau, an important consideration for
DFAIT at that time was the case of William Sampson, a Canadian citizen who was
arrested and detained in Saudi Arabia in December 2000. In that case, shortly
after DFAIT made representations to Saudi Arabia regarding Mr. Sampson’s treat-
ment, Mr. Sampson was summarily tried and sentenced to death. (Mr. Sampson
was ultimately released in August 2003.)

Improper disclosure of confidential consular information

129. On one occasion during Mr. Almalki’s detention, DFAIT disclosed to CSIS
information that it had obtained in the course of providing consular services to
Mr. Almalki. The information that was disclosed consisted of an August 2003
CAMANT note containing the text of a diplomatic note regarding Mr. Almalki
that the Embassy had received from Syria in April 2003.

130. As I discussed at paragraphs 165 to 168 of my findings regarding the
actions of Canadian officials in relation to Mr. Elmaati, information regarding
individual Canadians gathered by consular personnel in the performance of
their duties is confidential, subject to the provisions of the Privacy Act. As1
also discussed, the Privacy Act provides for certain exceptions to this require-
ment of confidentiality, and allows for disclosure in situations where (1) the
individual has consented, (2) the public interest in disclosure outweighs the
invasion of privacy, (3) disclosure would clearly benefit the individual, or (4) an
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investigative body such as CSIS or the RCMP needs the information for the pur-
pose of enforcing any law of Canada, and make a written request to DFAIT.

131. The disclosure to CSIS of the diplomatic note regarding Mr. Almalki
appears not to fall within any of these exceptions. Mr. Almalki did not give
his consent to the disclosure of the information. CSIS did not make a written
request to DFAIT, or suggest to DFAIT at any point that it required information
about Mr. Almalki for the purpose of enforcing any law of Canada. I received
no evidence that disclosure was in the public interest. I accept that, by the
time this information was shared, DFAIT ISI and the Consular Affairs Bureau
had come to an arrangement whereby ISI would share consular-related informa-
tion with CSIS only if it considered it helpful to the individual involved to do
so. I discussed this arrangement above, in my findings regarding the actions of
Canadian officials in relation to Mr. Elmaati. However, I received no evidence
that the possibility of “benefit” to Mr. Almalki was considered before informa-
tion about him was shared. In any event, I am not satisfied that sharing an
entire CAMANT note containing personal information about Mr. Almalki could
be justified on this basis. It would be more appropriate, in my view, for DFAIT
to share with CSIS some information from this CAMANT note, if it considered
that it was to Mr. Almalki’s benefit to do so.

132. Furthermore, I received no evidence that the disclosure to CSIS was pre-
ceded by any consideration or discussion within DFAIT. There appear to have
been no discussions about how the information was obtained, whether it was
subject to the confidentiality requirement, or whether DFAIT was required to
take administrative or other steps before disclosing it.

133. I note that, starting in late 2003, DFAIT began to make changes to its
information sharing practices with a view to complying with the requirements
of the Privacy Act. Among these changes, the Director General of the Consular
Affairs Bureau prohibited the sharing of CAMANT notes with anyone other than
consular staff. As well, re-stated guidelines for consular officials now emphasize
the importance of consular confidentiality, and provide information regarding
what may be shared, with whom and in what circumstances.








